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Prior to its technical realization or the scientific reflection on it:

Information Fusion — an Omnipresent Phenomenon!

All living creatures by nature perform information fusion:

e Multiple, mutually complementary sense organs
e Knowledge learned from previous experiences
e Communications obtained from other creatures

Result: “mental model”, the basis of behaving
appropriately to avoid harm or reach a goal

Branch of Applied Informatics: ,,Cognitive Tools”

1. Understand, automate, enhance.
2. Integrate new information sources.

e networking, mobile sensors of high sensitivity, range

e new dimensions of apprehension otherwise hidden

e data base systems containing vast context information
e interaction with humans: exploit natural intelligence!



Bonn

University

Chair for
Communication
and Distributed
Systems (CS-1V)

Prof. Dr.
Peter Martini

FKIE: Fraunhofer Institute for Communications, Information Processing, and Ergonomics

Director: Prof. Dr. Peter Martini, Deputy: Prof. Dr.-Ing. Christopher Schlick

Sensor Data : Information Ergonomics:
Communica-
and Informa- tion Svsteme Technology for HMI, Human
tion Fusion y C2-Systems Factors

RWTH

Aachen

Institute/Chair of
Industrial Engin. &
Ergonomics (IAW)

Prof. Dr.-Ing.
Christopher Schlick

Unmanned Systems

Cyber Defense

“Institute for Network Enabled Capabilities”

\

~ Fraunhofer

FKIE




FUSION: Mission Statement

Arraysensor
-signale

Basis fur
Entschei-
dungen

i Sensor Daten- & Informationsfusion
Multisensor-

Daten

Abbildung sich dynamisch entwickelnder
Gesamtszenarien auf realzeitliche Lagebilder

Kontext-
wissen

Fusionierte Information uber relevante Objekte

Existenz, Zahl, Geoposition, Kinematik, Zeit, Verhalten,
Eigenschaften, Klasse, ID, Interrelationen, Kommunikation
\ (MANet), Geschichte, Quellen/Senken, Anomaliedetektion,... )

Forschungsthema: zu fusionierende Information ist unscharf! (ungenau, unvollstandig,
mehrdeutig, unaufgelost, falsch, verfalscht, schwer formalisierbar, widersprichlich,...)

Kritische Masse durch interdisziplinar aufgestelltes Team: > 40 Ingenieure, Physiker,
Mathematiker, Informatiker (+ Techniker, Math.-Techn. Assistenten, Studenten, ... )
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obust Navigat

NAVWAR Surveillance

Typically: temporally limited cross-group research projects

L
© Fraunhofer FKIE % FraunhOfer

FKIE



\

© Fraunhofer FKIE % FraunhOfer

FKIE



Scientific Systematization in “George Orwell’s Year” 1984

Joint Directors of Laboratories (JDL): Data Fusion Model
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Level 0 processing (subobject data association and estimation)
Is aimed at combining signal level data to obtain initial
information about an observed target’s characteristics.
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A Look at GSM llluminators for Covert Observation

= Development of a demonstrator for GSM passive radar

= Tracking / De-ghosting also for other illuminators: DAB / DVB frontend

GSM Mobile Phone Base Stations

v llluminators even in remote areas: OOA, littoral regions
v Frequency diversity of illuminators: less ghosts
v "Radar”-frequency 1.8 GHz — good angular resolution

(GAMMA: Gruppenantenne fur militarische Mobilfunkaufklarung)
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Measurements with TRANSALL Aircraft
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Measurements with TRANSALL Aircraft

R.Oberb/km=3.0289
R.Berku/km=0.54478

Arlkm=0.466 2.5 ‘
r. Trans/km=1.069
Trans@bin1 3

Trans@Dop -121 690

Range/km

Base station Oberbachem

expected Doppler frequency -121 Hz
Range difference 380 m

ORange bin 1

Base station Berkum

expected Doppler frequency 690 Hz
Range difference 1000 m Xrange/km
¢ Range bin 3
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Measurements with TRANSALL Aircraft 23 June 2009

R.Oberb/km=3.0289
R.Berku/km=0.54478

Arkm=0.466 2.5,

Robust Passive Radar systems
will be hybrid systems that use |,
different and complementary /|

illuminators via data fusion! /
Base station . . . . .
expected Do Omnipresent GSM illuminators: application
Range d'f,ferl potential for camp protection, border control!
ORange bin - — —
Base station Berkum 1 I — \ ‘
expected Doppler frequency 690 Hz -1 0 1 2 3
Range difference 1000 m Xrange/km
¢ Range bin 3
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Coverage with GSM Radar with RX/Tx-Diagramm (Az&El)

Basisstation Venusberg
Blindelung 70° Elevation 120°

Azimut

Zielhdhe 3 km

Basisstation Flughafen
Blndelung 70° Elevation 120°
Azimut

Zielhbhe 3 km
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Coverage with GSM Radar by Fusing 3 llluminators

Cumulative PD, PFA=10%,
10m=2 target at 3km height

Dislocation of illuminators is
decisive for illumination of
the observation area!

- GIS based base station
selection manager is
necessary.
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Level 1 processing (object refinement) is aimed at combining
sensor data to obtain estimates of an entity’s position, velocity,
attributes, and identity.
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Why is Tracking so important? Example: Passive Radar

Target positions and motion can only be extracted by observing a longer
time series of imprecise, ambiguous measurements.

More precise:

B Estimate the target kinematical state by statistical methods = Tracking,
Parameter : position, velocity, acceleration

M Partial problems
* Associate measurements (plots) to existing tracks
* Track extraction (birth of new tracks)
* Track deletion (death pf tracks)
e Evolution model or ships (estimate velocity, acceleration)

* Definition of feasible motion space (at sea, illumination by transmitters)
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Challange: Resolution

® How many targets are in the
Field of View?

® \Which measurements belon to
which target? (data association)

M State estimation from

measurements of
multiple transmitters at
multiple instants of time

B multi-target conflicts, if measurements of different targets intersect

M False measurements increase ambiguity
m Size of measurement error defines the dimension of the association probiem

Challenges of GSM-PCL
W Relatively large errors in azimuth and range
M Strong clutter by direct signal

\

~ Fraunhofer

FKIE



Solution of the tracking and association problem:
Multi-Hypothesen Tracking (MHT)

Interpretation by
different hypotheses:
Hypothesis 1: 22 & 23
Hypothesis 2: z3 & z5
Hypothesis 3: z4 & z5
Hypothesis 4. 25 & Z¢

W Estimated probabilities of hypotheses over time t J

B Use informationen of target evolution (model & Doppler measurement!)
and a-priori knowledge (sea abd clutter maps, ...)
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Exploration of GSM Base
Stations at the Baltic Sea Shore

0 0

Generation of a data
base of GSM stations
(broadcast signal)
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Hardware, Data Flow, and Software

GAMMA?2

Base Station
Data Base v

UserDisplay

\

O Frunhoter I ~ Fraunhofer

FKIE



Szenario 1: Lubecker Bucht
7 GSM base
stations

Analysis of a single
target track (real data)

Visualization Geo4T
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Precision and sensor-to-target geometry (real data)

x-range [km]
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Precision of a position estimate:
ca. 200 m

O

e
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Szenario 1: Lubecker Bucht - Clutter Areas

Clutter aere
direct signal

by
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Szenario 2: Fehmarn Belt - Clutter Areas

Windparks are a problem for every radar!

Windparks

/(clutter areas)

Clutter area by
direct signal

\
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UAS sensor platforms with FKIE involvement

(19 August 2010)
EUROHAWK

© EuroHawk GmbH

BARRACUDA

© EADS
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RF sensors used in
FKIE experiments

3 Patch Elements

4 L-Quad-Elemente

3 Spiral Elements

E

8 Elements Array

\
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Fusion of ESM and ImINT




imulation: Fusion SIGINT+IMINT (— MiSAR)
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Simulation: Fusion SIGINT+IMINT (— MiSAR)

DOA sensor Image sensor
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Simulation: Fusion SIGINT+IMINT (— MiSAR)

DOA sensor Image sensor
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Simulation: Fusion SIGINT+IMINT (— MiSAR)

DOA sensor Image sensor
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Simulation: Fusion SIGINT+IMINT (— MiSAR)
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Simulation: Fusion SIGINT+IMINT (— MiSAR)
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Simulation: Fusion SIGINT+IMINT (— MiSAR)

DOA sensor Image sensor
 observation point o oObservation point [ field of view
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Simulation: Fusion SIGINT+IMINT (— MiSAR)

DOA sensor Image sensor
 observation point o oObservation point [ field of view
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Simulation: Fusion SIGINT+IMINT (— MiSAR)
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Simulation: Fusion SIGINT+IMINT (— MiSAR)
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Simulation: Fusion SIGINT+IMINT (— MiSAR)

DOA sensor Image sensor
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Simulation: Fusion SIGINT+IMINT (— MiSAR)
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Simulation: Fusion SIGINT+IMINT (— MiSAR)
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Emitter Localization: Fusion of AoA, TDoA, FDoA

Gaussian
approximation
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GAMMA: Urban Emitter Localization
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Algeier, V., Demissie, B., Koch, W., Thoma, R., State Space Initiation for Blind Mobile Terminal Position Tracking. EURASIP
Journal on Advances in Signal Processing, Special Issue on Track-before-Detect Algorithms, Volume 2008 (2008),ID 394219.



GAMMA: Urban Emitter Localization
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GAMMA: Urban Emitter Localization
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NO cooperation

ﬂwith infrastructure

Moving OS equipped
oS with an antenna array

LoS and
NLoS

situations

________ )%propagation

\

obser\ver station
(mobile)

emitter to be localized

[1]1 V. Algeier, “Blind Localization of Mobile Terminals in Urban Scenarios”, Dissertation TU limenau, 2010.
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Level 2 processing (situation refinement) dynamically develops a
description of current relationships among entities and events in
the context of their environment (clustering & relational analysis:
force structure, cross-force relations, communications,...).
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NEC: Situational Awareness for ISR Coalitions
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Multi-Target Tracking: Examples from MAJIIC

Automated Track Extraction, Track Maintenance, Target # Estimates
Road maps: fast extraction, precise, continuous, off-on-road classification,...
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Multi-Target Tracking: Examples from MAJIIC

Convoy Tracking under Variable Resolution Conditions:
Centroid, Extension, # of Vehicles Involved

Good resolution: <#>=7 I Fair resolution: <#>=6.9 I

I Irresolved: <#>=6.3 I
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Joint Multitarget Probability Density (JMPD)

Multiple Target Tracking: Iterative Calculation of p(Xk]Zk)

Joint Kinematical Target State Vector: X;, = (x,gl), .. ,x,g”))T

Kinematical model: potentially complex, correlated target dynamics
Likelihood function: # associations grows exponentially in nand m

Approximations: Gating, NN, (J)PDAF, MHT, Particle Filtering, ...

JMPD reasonably tractable for well-separated target groups with n £5
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Problem: Complexity due to Associations
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A Different Point of View: Probability Hypothesis Density (PHD)

JMPD symmetric under
target permutations

PHD: Is a target “here”?
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Cardinalized PHD Filtering: Properties

PHD: Is a target “here”?

Bayes Rule &
Combinatorics: Cardinality Distribution

* Independent targets; target-independent, Poisson-distributed clutter
* Number of false measurements / targets are mutually independent

* Avoidance of combinatorial disaster / curse of dimensionality

\
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Cardinalized PHD Filtering: Properties

PHD: Is a target “here”?

Bayes Rule &
Combinatorics: Cardinality Distribution

* Independent targets; target-independent, Poisson-distributed clutter
* Number of false measurements / targets are mutually independent

* Avoidance of combinatorial disaster / curse of dimensionality

» Gaussian Mixture approximation: Vo; Erdinc, Willett (UConn); Ulmke (FKIE)
« “real time” multiple target tracking: Tppy x Jm>, Jxn
» simple target number / single target state estimation
* simple extension to EKF, IMM, Gaussian mixture filtering

« for n=0, 1: GMCPHD identical to Bayesian MHT with LR sequential initiation
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Multi-object localization and tracking

Input: Z,

N .
output: Xk :{Xj}jzl’ Wlth X j:(xl y,Z,anVy;Vz)T

Lz)", with z =(a,8)

Method:  Approximation of the multi-object multi-sensor Bayes filter

Poisson Point Process (PPP) particle filter

iFilter

PHD

filter

first order appr.

higher order appr.

Properties

no linearization errors
no data association
asymptotic efficient
fast (parallelizable)
simple initialization

5 ANANIRN
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First published SMC realization and

experimental evaluation of the iFilter!

\
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Field trials for emitter localization with PPP’s

Zellendorf (July 2010)
= Localization with UAS demonstrator Smaragd

= Three stationary and one moving emitter

= Bearing measurements from 4-element antenna array and camera system

O o)

© Canon

O
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IFilter Results: Multiple Emitter Localization: RF Sensor Only

\
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iIFilter Results: Multiple Emitter Localization: RF + E/O Sensor
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Level 3 processing (impact assessment, significance estimation)
projects the current situation into the future to draw inferences
about enemy threats, friend and foe vulnerabilities, and
opportunities for operation.
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Multiple Sensor Security Assistance Systems

General Task

Covert & Automated Surveillance of a Person
Stream: Identification of Anomalous Behavior

Towards a Solution

Exploit Heterogeneous Multiple Sensor Systems.

Sensor Data
Surveillance

Data

Attributes:
What? When?
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Security Applications: Well-defined Access Regions.

Task: Detect persons carrying hazardous materials in a person flow.

Escalators / Stairways

Tunnels / Underground

Problem: limited spatio-temporal resolution of chemical sensors

Solution: compensate poor resolution by space-time data fusion

Track Extraction / Maintenance Video Data Attributes

Laser-Range-Scanner Sensors Supporting Information Chemical Sensors

EU Project HAMLeT: Hazardous Material Localization and Person Tracking

\
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Fusion: Kinematics Attributes

Given Kinematic States of the observed Persons

X =X.T= {{X%,...,Xf}z;l

Attribute-Output o¢" of the Chemo-Sensors, ch € [1 : 5]

OE"E{O, 0,0,Q,Q} te[l:T]

Wanted Classification Matrix C € [0, 1]5*%

1 2 3 |+« Persons
4 No Alert @
Alertl O Probability
Alert Levels < Alertll O
= = that Person 3
Alert 11l @ \J |
Nort i@ has Attribute ©
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Classification problem: Why carries the bomb?

Fuse all position and signature measurements over time!

chemo sensor 2 at

position p2 O
chemo 1 chemo 3
@, é @
track of
person 2: 1,2 0r3? person 1
~ ?3\.
X4 >
person 2
<+— © L 4
time: t=1,....,4 Q ‘ person 3
P4 p5
chemo 4 chemo 5
_—

~ Fraunhofer

FKIE



Multiple Person Tracking

Association Problem Multitude of possible Interpretations

\ :',.;
\ -
) .. ,/ *.-“
‘\ ’/“" - ?‘
A oo . ®
‘ / ‘s../,“‘ ”’f.
v/ ”.‘ ' ’d —-—____....
[ S S .er:...--—-
n Z2 z3 ST
2", n e [l: Ny 7y

Solution Probabilistic Multiple Hypotheses Tracking (PMHT)

(Streit 1995, Willett et al. 2002/04, Davey, Gray, Luginbuhl ...)

» Iterative Procedure “‘

» Sliding Data Window Expectation Maximization

» Efficient
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Solve the association problem via Expectation-Maximization!

Basis: Calculate relevancy of the signatures of each chemo
sensor at all instants of time for each individual person.

chemo sensor 2 at

position p2 O
chemo 1 chemo 3
Q. : Q
p ’/’ /’ II \ p
track of
person 2: ] \ relevancy of the output
xN ?\‘ of chemo 2 at time 4.
X2 3
~
X4 .
N (p?; x4, Cov)
time: t=1,....,4
Q 4 ‘ 5
| & p
chemo 4 chemo 5
_—
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Individual relevancies of the signatures of all chemo sensors

at all instants of time for persons 2 and 3 along their tracks:

chemo sensor 2 at

position p2 O
chemo 1 phemo 3
.pl .]E)3
track of
person 2: person. 1
x.1\.7 ™
-~ ?3\.
X4 —
person 2
«— @ ®
time:¢t=1,....,4 Q . person 3
4 5
| & | &
chemo 4 chemo 5
_—
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Fusion of position attribut measurements

Iterative calculation of the classification matrix for each person

chemo 2
1 . . 2 _ 3 _ .
Oy = grun Q o; = gelb O, = grun
Chemo 1 chemo 3
‘ Output ‘
o 8 t =4
-4 O 0
O 8 9 1—2 5—2
:XN N Class(dunkelrot, 2) = 1} - 4
O X2 ch—2
® X4 e tgl chgl Wt
person 2
time: ¢t =1,....,4
4 __ 5 __
O, = orange o; = dunkelrot
chemo 4 chemo 5
_—
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Remark

Influences

Chemo 1
Q.

Kinematics

Time: t=1,...

Fusion: Problems

Assignment Weight Calculation is a difficult task!

Requires Knowledge about the Behavior of Chemo-Sensors

Not only Distance, but also Velocity, Temperature, Delay

Chemo-Sensor 2 at
Position p2 O

I \
1

S Chemo 3
,”’ // ‘\‘ . 3
’/’ /,/, ? “ p
/”’/ //, u \\\
. : Person 1
of a Person: ! \ \
XN / \‘
X2 X3 ‘
X4 —
Person 2
<+ @ O
Person 3
O . @ .
P P
Chemo 4 Chemo 5 i
_—
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Source passes coming from behind




Radioactive Material as Potential Terrorist Threat

Dirty Bomb Localization?

Radioactive Dispersion Devices (RDD / Dirty Bomb)

= Combination of Conventional Explosive with Radioactive Material
= High Damage Potential: Contaminated Areas, Health Damage

RDD not yet applied but Growing Concerns

= Radioactive material readily available for medical / commercial use
= Numerous accidents involving loss or theft of radioactive sources

Early Localization of Radioactive Material in Public Spaces




Experimental Results
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Level 4 processing (process refinement) is a meta-process that
monitors the overall data fusion process to assess and improve
real-time system performance (resource management).
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Joint Directors of Laboratories Data Fusion Model

Sensor Data and Information Fusion:

A highly developed area of applied research
with huge application potential!
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